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Security Policy Introduction 

This policy outlines behaviors expected of employees when dealing with data and provides a 
classification of the types of data with which they should be concerned.  

Purpose 

R-Outcomes must protect restricted, confidential or sensitive data from loss to avoid reputation 
damage and to avoid adversely impacting our customers. The protection of data in scope is a 
critical business requirement, yet flexibility to access data and work effectively is also critical. 

 
It is not anticipated that this technology control can effectively deal with the malicious theft 

scenario, or that it will reliably detect all data. It’s primary objective is user awareness and to avoid 
accidental loss scenarios. This policy outlines the requirements for data leakage prevention, a focus 
for the policy and a rationale. 

Scope 

Any employee, contractor or individual with access to R-Outcomes systems or data. 

Definition of data to be protected: 

• Financial 
• Restricted/Sensitive 
• Confidential 
• IP 

Policy – Employee requirements 

• You are required not to reference the subject or content of sensitive or confidential 
data publicly, or via systems or communication channels not controlled by R-Outcomes.  
For example, the use of external e-mail systems not hosted by R-Outcomes to 
distribute data is not allowed. 

• Please keep a clean desk. To maintain information security you need to ensure that all 
printed in scope data is not left unattended at your workstation. 

• You need to use a secure password on all R-Outcomes systems. These credentials must 
be unique and must not be used on other external systems or services. 

• Terminated employees and contractors will be required to return all records, in any format, 
containing personal information. 

• You must immediately notify the Director, Tim Benson in the event that a device 
containing in scope data is lost (e.g. mobiles, laptops etc). 

• In the event that you find a system or process which you suspect is not compliant with 
this policy or the objective of information security you have a duty to the Director, so 
that they can take appropriate action. 

• If you have been assigned the ability to work remotely you must take extra precaution to 
ensure that data is appropriately handled. 

• Please ensure that assets holding data in scope are not left unduly exposed, for example 
visible in the back seat of your car. 

• Data that must be moved within R-Outcomes is to be transferred only via business provided 
secure transfer mechanisms (e.g. encrypted USB keys, file shares, email etc). R-Outcomes will 
provide you with systems or devices that fit this purpose.  

• Any information being transferred on a portable device (e.g. USB stick, laptop) must be 
encrypted in line with industry best practices and applicable law and regulations 
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Network Security Policy Introduction 

This document defines the Network Security Policy for R-Outcomes. The Network Security Policy 
applies to all business functions and information contained on the network, the physical 
environment and relevant people who support the network. 

Purpose  

Sets out the organisation's policy for the protection of the confidentiality, integrity and availability of 
the network. 
• Establishes the security responsibilities for network security. 
• Provides reference to documentation relevant to this policy. 

Aim 

The aim of this policy is to ensure the security of R-Outcomes network.  To do this they will:  
• Ensure Availability 
• Ensure that the network is for users. 
• Preserve Integrity 
• Protect the network from unauthorised or accidental modification ensuring the accuracy and 

completeness of the organisation's assets. 
• Preserve Confidentiality 
• Protect assets against unauthorised disclosure. 

Network definition 

The network is a collection of communication equipment such as servers, computers, printers, and 
modems, which has been connected together by cables.  The network is created to share data, 
software, and peripherals such as printers, modems, fax machines, Internet connections, CD-ROM and 
tape drives, hard disks and other data storage equipment. 

Scope  

This policy applies to all networks within R-Outcomes used for: 
• The storage, sharing and transmission of non-clinical data and images 
• The storage, sharing and transmission of clinical data and images 
• Printing or scanning non-clinical or clinical data or images 
• The provision of Internet systems for receiving, sending and storing non-clinical or clinical data 

or images 

Policy 

The overall Network Security Policy for [enter name of organisation here] is described below: 
The R-Outcomes information network will be available when needed, can be accessed only by 
legitimate users and will contain complete and accurate information.  The network must also be able 
to withstand or recover from threats to its availability, integrity and confidentiality.  To satisfy this, R-
Outcomes will undertake to the following: 

• Protect all hardware, software and information assets under its control.  This will be achieved 
by implementing a set of well-balanced technical and non-technical measures. 

• Provide both effective and cost-effective protection that is commensurate with the risks to its 
network assets. 

• Implement the Network Security Policy in a consistent, timely and cost effective manner. 
• Where relevant, R-Outcomes will comply with: 
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o Copyright, Designs & Patents Act 1988 
o Access to Health Records Act 1990 
o Computer Misuse Act 1990 
o The Data Protection Act 1998 
o The Human Rights Act 1998 
o Electronic Communications Act 2000 
o Regulation of Investigatory Powers Act 2000 
o Freedom of Information Act 2000 
o Health & Social Care Act 2001 

 
The policy will be upheld and approved by the Director, Tim Benson.  

Risk Assessment 

R-Outcomes will carry out security risk assessment(s) in relation to all the business processes covered 
by this policy.  These risk assessments will cover all aspects of the network that are used to support 
those business processes. The risk assessment will identify the appropriate security countermeasures 
necessary to protect against possible breaches in confidentiality, integrity and availability. 

Access Control to the Network 

• Access to the network will be via a secure log-on procedure, designed to minimise the 
opportunity for unauthorised access.   

• Users will all be approved by the Director.  
• Access rights to the network will be allocated on the requirements of the user's job, rather 

than on a status basis. 
• Security privileges (i.e. 'superuser' or network administrator rights) to the network will be 

allocated on the requirements of the user's job, rather than on a status basis. 
• All users to the network will have their own individual user identification and password. 
• Users are responsible for ensuring their password is kept secret  
• User access rights will be immediately removed or reviewed for those users who have left the 

or changed jobs. 

Data Backup and Restoration 

• The Director for R-Outcomes is responsible for ensuring that backup copies of network 
configuration data are taken regularly.  

• Users are responsible for ensuring that they backup their own data to the network server. 

Training Requirements 

Permanent new staff will receive IG training as part of their induction process.  All associates of the 
business are required to read and acknowledge the requirements of them in relation to IG when 
working on behalf of the business.  Online IG training is available for all staff and associates via the 
Director.   

Monitoring Compliance 

The Director is responsible for ensuring an assessment of compliance is undertaken each year.  
Annual work / development plans are produced and these are considered as and when required. 

Policy Review 

This policy will be reviewed every three years (or sooner if new legislation, codes of practice or 
national standards are introduced). 


